Passwords & Security

FABRIZIO DANGELO@STUDENT.UML.EDU
TWITTER: @FABREEZ3
DISCORD: FABREEZE# 2814



This is the same password

i name email  password WHAT EVEN IS

1 dohn Smith johnEsomewhere. com johnsakb

id name email password

1 John Smith john@somewhere.com :adEE-dEDE-'lE;Eﬁ:IaMhaElfd <97 ceeBlcE PASSWORD<22
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~ echo "password" | sha512sum

9151440965cf9c5e07f81eee6241c042a7b78e9bb2dd41928a8f6da5e369cdffdd2b70c70663ee30d02115731d35f1ece5aad9b362aaa9850efa99e3d197212a
-» ~ head /dev/urandom | tr -dc A-z0-9 | head -c 13; echo "'
5a]pBuDaApcuc

- ~ echo "password5a]pBuDaApcuc" | sha512sum
5ca731002e13b420a7b3ba6f8893b9bff56a41577a0f7da3941237094e98b16c0d8cae3017ff89ca5d0e9a421b4461e2eeece24d4e94aa66b3a657d79a5fb6870

> ~ I



[root@test ~]# cat /etc/shadow
root:$6$Etg2EXUZ$FONTP7ZomafhKllgaBMgng1:15651:0:99999:7:::

root: -- Username

$6 -- Hash
type

$Etg2ExUZ -- Salt
$FONTP7Z7omafhKllgaBMgng1 -- Hash

15651 -- Days since
change

.0 -- Days
until change

99999 -- Expiration
./ --
Deactivation grace period

A rFreeATLIAE ANZIATLFY 7
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Ch(E,F,G) = (EAF)® (~EAQG)
Ma(A,B,C)=(AANB)®(ANC)& (BAC)
Y0(4A)=(A>2)D (A>>13) @ (A>22)
Y1(E)=(E=>>6)® (E>>11) @ (E>>25)




“HKLM\SAM\SAM\Domains\Account\Users\ 000001 FA\W" Retrieving a Hash after Windows 10 v1607

User Specific Registry Value “V” : : :
E.g. ‘00000000F400000003 0001 00FA0000001A00..." \ Slmple e}(traCtIGn USIrlg foSEts & Iengths

Length specified at “¥" offset 0xAC (0x38 butignored)

“HKLM\SAM\SAM\Domains\Account\F” Hash at “Vv" offset OxAB+IxCC
AES IV at “V" offset 0xBA+0xCC

System Specific Registry Value “F” 3f80be20888e4878a098921d8396b535 (16 bytes)
E.g. ‘0300010000000000EE3DDEA2E250D3010200... 3d3027790f2c0a5b8162239d41476 (16 bytes)
Iffirstbyte is ‘03" =% AES Encrypted Syskey

H

Extracting “AES Encryption Data and IV for SysKey”

Simple extraction using offsets & lengths
Data = offset 0x88 from “F” {10 bytes)
(e.g. 7Th06427ecf48cecdbblebTcaed0292c9)
IV = offset 0x78 from “F" (16 bytes) : -
(e.g. ea322e0e26f58e4b5ab8587e75¢861db) Decrypting “SysKey” _
AES Decryption AES Decryption
With data from previous step (32 bytes) Where data = Double Encrypted Hash (first 16 bytes)
Constructing “BootKey" (16 bytes) With IV from previous step (16 bytes) With IV from previous step (16 bytes)
Concatenatingin specific order With AES ey from previous step (16 bytes) o PrevIous e oy =)
Bytes[8,5,4,2,11,9,13,3,0,6,1,12,14,10,15,7] == 32 bytes, only first 16 bytes needed 2291014b768abacassa0ahadsTedssst
3089869880dc1891 5d4e5adf1f6a792 2 903d474b0fad1eh3003 768eefoc2143d

150d8898addafe693fc108f1a7e59289

[

THELM\System\CurrentControlSet\Control\LS A\JD, Skewl, GBG, Datal”

System Specific Registry Classnames

E.g. JD="5d5991a3", Skewl1="486c0596",
GBG="5af83341', Data="3f2cceb?d’

Extracting “Double Encrypted Hash and Iv”

Decrypting “Encrypted Hash"

Constructing 2 "DES Keys" based of RID Decrypting “Hash”
Concatenatingand converting DES Decryption

) - Bytes[0,1,2,3,0,1,2] for DES SRC1 (7 bytes) Where datal & 2 = firstand last 8 bytes from Encrypted Hash
"HELM\SANSAN Domains\Account\Usersy” _/ Bytes[3,0,1,2,3,0,1] for DES SRC 2 (7 bytes) With DES Keys from previous steps (8 bytes each)
User RID = Converted to8 byteswith odd padding == Twao times 8 bytes to be concatenated

E.g. “000001F4’ {500) reordered to “f4010000" e.g.'14010000" 7 £40140010ea10401 32ed87bdb5fdc5e9chag8547376818d4 (NTLM Hash)
e.g. ‘fA010000' = 017a01200107d002 OR 123356’ in plain text

Tijl Deneut @ 2018
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DELETING YOUR PAPER TRAIL
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